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How to Establish a VPN Connection Using Barracuda VPN Client for
Windows

https://campus.barracuda.com/doc/46207630/

After installing and configuring the Barracuda VPN Client, you can initiate a VPN connection with the
settings from a configured VPN profile.

Before You Begin

Create a VPN profile as described in How to Create VPN Profiles.

Step 1. Start the Barracuda VPN Client

The Barracuda VPN Client can be started in one of the following ways:

e Click Connect after left-clicking the icon in the system tray.
e Execute rvpn.exe. For more information, see How to Configure Remote VPN.

Step 2. Initiate a VPN Connection

1. In the Barracuda VPN Client, select a VPN profile from the Profile list.
2. Depending on the profile settings, enter the authentication credentials for server, license, or
proxy:
o If the profile is configured for public key authentication, enter your Server Password and
License Password credentials.
o |If the profile is configured for simple username and password authentication, enter your
Username and Password credentials.
o If a server password is required, enter your Server Password credentials.
You can select the Use a proxy server to connect check box to override settings
that have been defined at creation time of the profile. In certain cases, you might
want to define the use of a proxy server, although the profile settings do not require
this, or you might even want to use another proxy server besides the one that is
already configured. The overriding option is especially useful if a user does not have
administrator rights and therefore cannot change profile settings.
3. Click Connect.

To monitor the progress of your VPN connection, watch the status messages in the client window.
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When a connection to a VPN server has been established, the Barracuda VPN Client menu bar
provides a File Download (Update) option. Use it to download updates from the VPN server
and install them on the client.

You can close the Barracuda VPN Client window but keep established VPN connections running in the
background by clicking Close. You can establish and terminate VPN connections from the Barracuda
VPN Client icon in the system tray. For more information, see How to Configure the Barracuda VPN
Client for Windows.

Terminate a VPN Connection

To terminate an established VPN connection, click Disconnect in the client window. You can then
establish a new VPN connection with a different VPN profile. The Barracuda VPN Client forks a
background process that keeps running even if you exit the main client. When you terminate an
established VPN connection, this background process is also terminated.

Shutting down the client will also disable the Barracuda Personal Firewall. Take that into
account, especially if it is the only local firewall that you are using. The whole Windows system
must be restarted in order to restart the services.

Viewing the Connection Status

Click Status in the left navidation menu to view properties of an established connection.

How to Establish a VPN Connection Using Barracuda VPN Client for Windows 2/5



http://campus.barracuda.com/doc/46207308/
http://campus.barracuda.com/doc/46207308/
https://campus.barracuda.com/doc/46207630/

Barracuda Network Access Client llBarracuda@

Your journey, secured.

Barracuda VPN &) Connection <
Status: Disconnected T
Wy Connect Started: E
iy Status Duration: =
) Message VPM Server: ﬁ
VPM Server Time: i
@ Preferences. . Compression: T
Z2 Log... Exdusive Metwork Access: .E
Client IP: =
Activity =
Sent Received g
-
W
Bytes:
Bandwidth:
| I I I I ]
[ Connect ] [ Cloze

The Connection tab displays the connection details:

e Status - The status of the current connection. It can be active, initiating, or shutting down.

e Started - The start time of the current connection.

e Duration - The uptime for the current connection.

¢ VPN Server - The VPN server to which the client currently is connected.

e VPN Server Time - Local time on the VPN server.

e Compression - Enable or disable compression.

* Exclusive Network Access - If this is enabled, only network resources available through the
VPN can be accessed.

e Client IP - The client’s IP address within the VPN.

The Technical Details tab displays the following information:

e Client IP - The assigned VPN client IP address (source) and gateway IP address.

e Domain - The assigned domain.

¢ DNS - The assigned DNS IP address for the VPN connection

e WINS - The assigned WINS address.

e Compression - Selected if traffic between VPN server and client is compressed.

* Exclusive Network Access - If Exclusive Network Access (ENA) has been activated on the VPN
server, this check box is automatically selected.

e Secure Routes Section - If secured routes have been assigned to the client by the VPN
server, their values will be displayed in the Network and Subnet Mask fields.

The My Account tab shows the authentication method used for the currently established connection
and shows a respective status message if the VPN connection is not active. In the same window, the
amount of transferred traffic and a graphical representation of the currently used bandwidth is shown.
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The Message tab displays the initial welcome message that is configured on the VPN server.
The Data Integrity and Encryption section displays the following details:

e Authentication Algorithm - The currently used authentication algorithm.
e Encryption Algorithm - The currently used encryption algorithm.

e Tunnel Mode - The currently used transport mode for the VPN tunnel. Can display a value of
TCP, UDP or Hybrid.

If the gateway is configured to expect the client connection on port 443, the Tunnel Mode
needs to be set to Reliability (TCP). The other modes will not work in this case.

To initiate or terminate a connection, use the Connect and Cancel buttons. Click Close to close the
VPN client window. The VPN control window will remain open.

As long as an active connection to the VPN server is established (Barracuda Networks authentication
only), a Change Server Password link enables you to change your password on the server. Open

the configuration dialog, insert a new password, confirm it, and attest authenticity by inserting the
current server password.
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