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Deploy the YubiX virtual appliance to authenticate users on the Barracuda SSL VPN. After YubiXis
installed, Barracuda SSL VPN can be configured to act as a RADIUS client.

Prerequisites

¢ A YubiKey

e AVM host server to load the Virtual Appliance

¢ An external user database that both the SSL VPN and YubiX servers can connect to, such as
Active Directory or LDAP.

Installing the YubiX virtual appliance

1. Go to http://www.yubico.com.

2. Download a virtual appliance of the YubiX. You will need to register on the Yubico website to
download the virtual appliance image. Enter your registration details and click Submit. Yubico
will send an email containing a link to the image. Click the link to download the image.

3. Extract the VM from the zip.

Edit the .vmx file, change the config.version from 7 to 8, and save the file.

5. Import the virtual machine into your VM host server (e.g., XenServer).

s

€) Import OVF/OVA Package e S
= . -
% Locate the file you want to import 9
Enter the pathname of an exported VM or template, an OVF/OVA package or a virtual hard disk image file or
UL Ac click Browse to find the file you want.
Location
Filename: C:\Users\chris\Downloads\Yubico_YubiRADIUS_Virtual_Appliance_V3.51_OVF\' | Browse...

Storage

6. Edit the machine settings, remove the Ethernet adapter, and add a new one. This allows the VM
to connect to the network.

Configuring the YubiRADIUS virtual appliance

1. After the virtual appliance has imported, start it and connect to the console. Log in with user
yubikey and password yubico.
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File Edit View Inventory Administration Plug-ins Help
@ gy Home b g Inventory b [l Hostsand Clusters &)= Search Invento Q,
mnp el &R E O P

YubiX-Virtual-Appliance-v0.5
| Getting Started | Summary | Resource Allocation | Performance | Tasks & Events | Alarms [[RERIIR), Permissions ' Maps | Storage Views

Ubuntu 12.04.2 S oyubix ttyl

IF: 10.14.0.91

yubix login: _

This example configuration uses DHCP by default.

2. With a web browser, navigate to the IP address of the appliance. You can find it on the console.
The YubiX Welcome screen opens.
€« C #f [110.14.091 7 oo

Welcome to YubiX!

Before you get started, you need to set a username and password fo restrict access fo the admin
interface

Username
Password

Repeat password

3. Create a username and set and confirm the password.
4. Click Set credentials. You get prompted for YubiADMIN.
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< X M [1710140091

Authentication Required

We I co m The server http://10.14.0,91:2080 requires a username and

password, The server says: YubiADMIN,

Before you get started,
interface. User Mame:

Password:
Usernam
Log In Cancel

Passwol

Repeat password  --eeeeee

5. Log in with the username and password you just created.

ess to the admin

6. In the left menu, select FreeRADIUS, then click the RADIUS Clients tab.
7. Add a new RADIUS client to the bottom of the file, which should match the IP address of your

SSL VPN. Choose a unique shared secret.
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Changes require the FreeRADIUS server to be restarted. -

File: /etc/freeradius/clients.conf

e #}
285
286
287 ~ #client 19.18.10.18 {
288 # # secret and password are mapped through the "secrets" file.
289 #  secret = testingl23
21@ # shortmame = 1iwvl N
211 # # the following three fields are optional, but may be used by
212 # checkrad.pl for simultaneous usage checks

FreeRADIUS 213 # nastype = livingston
214 # login = !root
215 % password = someadminpas
216 #}
217
218 E
219 &
228 # Per-socket client lists. The configuration entries are exactly
221 # the same as sbove, but they are nested inside of a section.
222 %
223 # You can have as many per-socket client lists as you have "listen"
224 # sections, or you can re-use a list among multiple "listen" sections.
225 #
226 # Un-comment this section, and edit a "listen" section to add:
227 # “"clients = per_socket_clients™. That IP address/port combination
228 # will then accept ONLY the clients listed in this section.
229 &
238 = #clients per_socket_clients {
231 - % client 192.168.3.4 {
232 # secret = testingl23
233 @ }
234 #}
235
236 ~ client 1@.14.8.198 {
237 zecret = testingl23
238 shortname = ss5lvpn
239 3

m Reset form
8. Click Save.

9. In the left menu, select YubiAuth, then click on Password Validation.
10. Select the Authenticate users against LDAP check box.
11. Enter a valid LDAP server URL and Bind DN for your AD/LDAP service.
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General Database Password Validation OTP Validation
MODULES Manage Users

Advanced

LDAP authentication

Settings for authenticating users against an LDAP server. When LDAP authentication
is used only users that exist on the LDAP server will be permitted to log in, and
password validatoin will be delegated to the LDAP server.

¥/ Authenticate users against LDAP

Check this to authenticate users passwords externally against an LDAP

SErver.

LDAP server URL

| ldap:/10.14.0.2 |

Bind DN for user authentication

| cn= .ou=Employees,dc=co,dc=co,dc=uk |

7 Automatically create users from LDAP

Auto-create missing users in YubiAuth upon log in if the user is valid
in the LDAP database.

12. This configuration will use the YubiCloud validation servers. Verify and/or create access rules on
your network’s firewall to allow outbound access on TCP ports 80 and 443 to api.yubico.com,
api2.yubico.com, api3.yubico.com, api4.yubico.com, and api5.yubico.com.

13. Get a client ID and API key:

1. Go to https://upgrade.yubico.com/getapikey/

2. Enter your email address that you used to register with Yubico.

3. Select the password field, insert your YubiKey and select Get API Key to have Yubico
enter the password for you.
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& https:;//upgrade.yubico.com/getapikey/

yubico

the key to the cloud

Yubico Get API Key

Here you can generate a shared symmetric key for use with
the Yubico Web Services. You need to authenticate vourself
using a Yubikey One-Time Password and provide your e-mail
address as a reference.

Your e-mail address: {@barracuda.com

YubiKey one-time
password:

Get AP| Key

14. On the YubiAuth > OTP validation page, insert the resulting Client ID and Secret Key into the
Client ID and API Key fields respectively and click Save.
Client ID "81[][] |

[ | Show API Key
API Key e — |

Confirm APT | .....cccceerensnnnnnsnnnnns | [
Key

You should now be able to do a test authentication locally on the YubiX box in the shell, using:

radtest userl passwordcccccccccccbbtrtikevthrvhceudvvuveidihckgrgl 127.0.0.1
0 testingl23

Sending Access-Request of id 51 to 127.0.0.1 port 1812

User-Name = "userl"

User-Password = "testingccccccccceccbbtrtikevthrvhceudvvuveidihckgrgl"
NAS-IP-Address = 127.0.1.1

NAS-Port = 0

rad recv: Access-Accept packet from host 127.0.0.1 port 1812, id=51,
length=20
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This will add that AD user into the Manage Users section and assign the Yubikey you used to that
account.

General Database Password Validation OTP Validation
Manage Users

Advanced

YubiAuth Users

Username YubiKeys Users 1-1of 1  Prev  Next

ccececbgigfd

You can now test with an external RADIUS client, such as NTRadPing, to see if external requests are
being answered. Note that you must have a RADIUS client configured for the machine you test from.

Configuring Barracuda SSL VPN

1. Log on to the Barracuda SSL VPN web interface as ssladmin.

2. Navigate to ACCESS CONTROL > Authentication Schemes.

3. Create a new authentication scheme that contains the RADIUS module (Select RADIUS, click
Add). Select a policy that will be able to use this authentication (such as Everyone for example)
and click Add. The new module will appear. This may be set as the default module by clicking
More next to the item and choosing Increase Priority until it appears at the top of the list.
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- = (o1 )
é‘}, Webmin 1.570 on yrva35.ex f < Barracuda 55L VPN: Authen >
&~ C A & pips//10.14.0.19/showAuthenticationSchemes.do FA I N
ARRACUDA 3sp [+] ssladmin
R TIO RS Manage Account
ff English
SSL VPN 680V« RESOURCES | ACCESS CONTROL | ADVANCED e nglish (]
| Accounts [  Goups |  Polides | userpatabases | Accessmights | mac |
—
Create Authentication Scheme Help
* Name:
Available modules Selected modules
Authentication Key - -
Client Certificate L
IP Authentication 3 :
| One-Time Password (Secondary) Up
Passwod - | {Is
Available Policies | ici
Admin Rigts - '
Administrators El
Barracuda
Customers
Engloyees e -
|
Authentication Schemes Help
‘ Apply Filter m ‘
Name Actions
[@ rRapws Edit | Copy | Delete | More .. |
@ Password Edit | Copy | Delete | More .. L3
@ WebDAV I |

4. Navigate to ACCESS CONTROL > User Databases and ensure you are connected to the same
user database that YubiRADIUS is connected to. If not, edit the user database and alter the

settings so that this is correct.
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- . ———— e
3 Webmin 1.570 on yrva35.ex ,-'r. <af Barracuda S5L VPN: User D= > \
€« C A (5 htts//10.14.0.19/showRealms.do b i &
| .
) 3sp [+] ssladmin -~
| %ﬂﬂﬂéﬁq‘l‘; Manage Account

SSL VPH 680Ux RESOURCES | ACCESS CONTROL | ADVANCED i English =]

[ Acwuns | oows | o [0 eerbotmbuses Access Rights
WAC Exceptions T T

Create User Database Help

Active Directory | Builtiin | LDAP | NIS | OpenLDAP

The server will use its own internal database of users and groups.
* Name:

Advanced Settings Show Advanced Settings

Advanced User Databases settings are hidden by default. In most cases, selecting one of the pre-configured configurations will work by default.
Click the Show Advanced Settings button to view or edit these settings.

L

W]

User Databases Help
‘ T
Name Type Status Actions
Global view Built-in Enabled | | |
7 3sP Active Directory  Enabled Edit | | | | More ..
7 Super Users Built-in Enabled | | |

5. Navigate to ACCESS CONTROL > Configuration and scroll to the RADIUS section.

1. Enter the hostname or IP address for the YubiRADIUS appliance in the RADIUS Server
field.

2. Keep the ports the same.

3. Enter the same shared secret as used in the YubiRADIUS RADIUS client configuration
earlier.

4. Set the Authentication Method to PAP.
You can keep all other default settings.

5. Click Save Changes.
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¢y Webmin 1,570 on yrva35.ex » / < Barracuda SSL VPN: Config \

—mﬁlg

Authentication Port: 1812

Accounting Port: 1813

Shared Secret:

Authentication Method: PAP |Z|
Time Out: 5
Authentication Retries: 1
Attribute
RADIUS Attributes:
9 As Entered

Username Case: Force Upper Case

_! Force Lower Case

Password Prompt Text: RADIUS Password

Reject Challenge: Di¥es @ No

Challenge Image URL:

Allow Untrusted Chall Im
ow Untruste: allenge age ©Yes @ No

URL:

&« C #N | & birs//10.14.0.19/showSystemConfiguration.do?categoryld=820 WA
RADIUS Save Changes  Help 0
Hostname Hostnames
Backup RADIUS Servers: -
Host names of backup RADIUS

Servers.

<= Remove

This is the port number stipulated for the RADIUS authentication process. It MUST be a valid integer
port between 0 and 65535, Default (1812).

Thig is the port number stipulated for the RADIUS accounting process. It MUST be a valid integer port
between 0 and 65535. Default (1813).

The RADIUS shared secret which has been set up on the RADIUS server,

If your server does not use a specific authentication method, this value is ignored. The only methods
that are currently supported in this configuration are PAP, CHAP, MSCHAP and MSCHAPv2.

The timeout for a RADIUS message.

The number of retries for a RADIUS message.

m

Attributes

NAS-P-Address=10.14.0.19 =
User-Name = %USERNAME®

User-Password = %PASSWC

Add ==
The RADIUS attributes required

to execute the request.

Setting that defines what case the username is sent to the RADIUS server. Options are to leave as
entered, force to upper case or force to lower case.

Customize the RADIUS password prompt text.
Reject a challenge-response request from the RADIUS server. Default (true)

A URL for generated challenge images. Leave blank to disable.

Allow Challenge Images to be server from untrusted servers,

4|

I | »

.

6. You can now connect to the Barracuda SSL VPN via this user account. Enter the username an

click Login.

/' &) Webmin 1.570 on yrva3S.ex
[€ - ¢ & &pos/1014019/etush

|
<) ARRACUDA

S51 VPN 680«

» [ < Barracuda 5L VPM: Login

| Login
Language | English

test|

Username

Welcome to the Barracuda SSL VPN, a secure gateway to your network.

[=]

L

7. Enter the user’s user database password WITHOUT pressing Enter, and immediately press the
YubiKey button (so that the password is a combination of the user’s password + the YubiKey

password).
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—

—— .
&y Webmin 1.570 on yrva35.ex <&l Barracuda S5L VPMN: Login X

€« C M (% bhipt//10.14.019/default/st

<) RRAGUDA

S51 VPH 680V«

wlogondo

RADIUS Password

There are other methods of authentication avaiable. Click here to choose 3 different Authentication Scheme.

Welcome to Barracuda SSL VPN, a secure gateway to your network.

m

The user should now be logged on successfully:

— e—

<4 Webmin 1,570 on yrva35.ex i' < Barracuda S5L VPN: My Res \

=

-

L C A (% prpt//10.14.0.19/showCategorizedResources.do

ARRACUDA

METWORKS

551 VPH 680Wx

RESOURCES | ACCOUNT

My Network Connector My IPsec Server My Profiles My Resource Categories

My Web Forwards My Network Places My Applications My SSL Tunnels My Remote Assistance

A
test =

Logoff English =]

My

rces

\ Filter By  All Categories E |

; . -
ta b 4 w® e 2
Barracuda IPsec Cudatel jon-pc My Computer Qutlook Web

Access

%® k)

support.cudaops.com UniTTYOctane

Cis
=

owaaa
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