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Applicable Products

These instructions apply to the following products:

e Barracuda Intronis Backup - MSP

Rapid Recovery Overview

Rapid Recovery is a restore option that allows you to recover a failed system as a Hyper-V virtual
machine in fifteen minutes or less from local storage.

Rapid Recovery is available at no additional cost to any partner who has run an image backup of the
source machine’s boot volume.

After you select Rapid Recovery, two recovery settings are displayed:

o Sandboxed test recovery
o Production recovery

Sandboxed Test Recovery

Sandboxed test recovery is useful during tests or demonstrations because a recovery VM that is
disconnected from the production network is created. This option ensures the production system’s
network connectivity is not interrupted by the test restore.

Production Recovery

Production recovery is used to minimize downtime during a disaster. The recovered VM can be set to
connect to a user-defined external virtual switch. This feature ensures that the recovered VM is
connected to the appropriate network when powered on.

Managing Rapid Recoveries

After performing a Rapid Recovery, if the Manage Recovery action is not performed, you cannot run a
backup/restore for the volumes that were restored using the Rapid Recovery type.
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Active Recoveries can be viewed at the Computer’s Active Recoveries page. See Managing an Active

Recovery for Production Recovery.

The following table displays the status you can view for each recovery VM.

| Column || What is Displayed

|VM Name ||Recovery VM's name.

|Host/Location ||IP address of the host running the recovery VM.

|
|
|
|Recovery Mode||Recovery mode (sandboxed test or production). |
|
|
|

|Start Time ||Time the Rapid Recovery restore was initiated.
|Runtime ||Uptime of the recovery VM.
|Actions |IManage Recovery button that allows you to finalize or cancel a recovery.

Managing an Active Recovery for Production Recovery

To manage an active recovery, perform the following steps.

1. At the Computer page, click the Active Recoveries tab, and then click the Manage Recovery

button, as shown in the example below.

Active Recovery VMs

VM Name Host / Location Recovery Mode Started Runtime Actions

(5= Active Recoveries (1) ’ Activity _;} System - Software P Notifications ‘j’ Backup X pelete ~ 1, Restore

IT6-2008R2-Pl4 it6-2008r2-pid Test Recovery 12A13/2016 12:21 AM 02:23:58:35
Phiysical Image Local

Manage Recovery

-

The Manage Active Recovery page is displayed.
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Manage Active Recovery

Manage the recovery of the VM DT-CHJBCZ1 :

Finalize Recovery

Completes the active recovery process and optimizes performance of the recovery VM.
File Destination: Browse...

Choose where to move the VM's restored virtual hard disk{s).
VM Name: DT-CHJBCZ1

Choose a name for the VM that will be created.

Cancel Recovery

Any changes made to the VM while in recovery mode will be lost, and the VM, associated differencing disk and config files will be removed from the host.

OK Cancel

2. To finalize recovery, click the Finalize Recovery radio button.

Note: The Finalize Recovery option completes the active recovery process and
optimizes the performance of the recovery VM.
3. Optionally, click the Browse button, and then select the file destination for the VM’s restored
virtual hard disk.
4. Optionally, type a name for the VM in the VM Name field.
5. To cancel the recovery, click the Cancel Recovery radio button.
Note: If the VM was created as a sandboxed test or production recovery, you can
cancel the recovery. This action powers off and deletes the recovery VM. Any files
created as a part of the test restore are removed from the user-defined location
and the recovery VM is deleted from the selected host’s inventory.
6. Ensure the differencing disks are not mounted or in use by any powered-on VM, or the delete
operation fails.

7. Select the Delete VM changes made during recovery mode and resume backup
schedule check box.
If enabled, the following occurs:

o Any changes made to this VM or its disks while in recovery mode are lost.

o The differencing disks created during recovery are deleted.

o The recovery VM is powered off and deleted.

o All files created as a part of the test restore are removed from the user-defined location.
o The recovery VM is deleted from the selected host’s inventory.
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Managing an Active Recovery for Sandbox Recovery

To manage an active recovery, perform the following steps.

1. At the Computer page, click the Active Recoveries tab, and then click the Manage Recovery
button, as shown in the example below.

(3« Active Recoveries (1) H Activity _}} System -~ Software € Notifications "j Backup X Delete \—} Restore

Active Recovery VMs

¥M Name Host / Location Recovery Mode Started Runtime Actions ﬂ
IT6-2008R2-Pl4 it6-2008r2-pid Test Recovery 12/13/2016 12:21 AM 02:23:58:35 Manage Recovery
Physical Image Local

The End test recovery and delete changes page is displayed.

End test recovery and delete changes? Q

Any changes made to the Y while in recovery mode will be lost, and the VIV, associated differencing disk and
config files will be rernoved from the host.

™ Delete VM changes made during recovery mode and resume backup schedule,

Cancel

2. Ensure the differencing disks are not mounted or in use by any powered-on VM, or the delete
operation fails.

3. Select the Delete VM changes made during recovery mode and resume backup
schedule check box.
If enabled, the following occurs:

o Any changes made to this VM or its disks while in recovery mode are lost.

o The differencing disks created during recovery are deleted.

o The recovery VM is powered off and deleted.

o All files created as a part of the test restore are removed from the user-defined location.
o The recovery VM is deleted from the selected host’s inventory.

Rapid Recovery Restore Tabs

@ Physical Imaging

Select
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The following table provides a description of the page features.

| Page || Description |

|Se|ect ||Se|ect at least one available VM to restore |

Choose where the data is restored.

Select how to verify and recover your data to the restore destination.

» Sandboxed Test Recovery is a hon-destructive means for you to verify the integrity of
Destination||lyour backed-up images without affecting normal business operation. Your production
images remain powered on and operational.

* Production Recovery performs a recovery of your production images with selected
recovery images.

|Summary ||A list of your selections is displayed.

Rapid Recovery Restore

To restore using Rapid Recovery, perform the following steps.

1. Navigate to the Computer page.
The Computer Page is displayed.

Home > Manage > Intronis > DD02 (0002) Manage ECHOShare Leave Feedback
== Computer: 0002 (0002) © support | [ Searcn for an account. Q]
- View Computer (Intronis)
Computer Infarmation & Edit
Backup agent: Connected /' 08/E/2016 - 11/08/2016
Computer name- 0Do2 206 GB-
- - L] - - - - -
Computer D= 0002 725 GB-
544 GB-
Emall address: .
Phone number: 111-222-3333 362 GB-
Group: Default Group 181 GE‘- « = * o @
Local backup subscription: Enaoled 0.0B- . .
amn20$me YB2016 10062016 11732016
(o= Active Recoveries (0) B Acthvity 1«3 System “¢ Software 0 Nottfications I Backup X Delete \_|, Restore
Badup Set/Action Detailed Event Logs Start Date Results Status

2. Click the Restore tab.
The Restore Selections page is displayed.
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Restore Selections

Backed Up Data Type i Files and Folders 0 Itemn(s) Restored 01/04/2017 @ 12243 PM

Type Status Completed

@ Files and Folders

@' VMware Standard

L{rJ VMware QuickSpin

? Physical Imaging IO}

1-1cf1items

3. Click the restore icon of the backup type you want to restore.
The Select page is displayed with Rapid Recovery selected as the default.
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Restore
9 Physical Imaging o

Select

‘What Physical Image Would You Like 1o Restore?
Sadmect from the svailable revizions anoior wolumes o restore by

® 33 Rapid Recovery 9B VHD/X Files = Object-Level Restore

Select Yowr Revisions andfor Yalumes

Current selection; Soot Volrmes | M- TSNS @ 242 AM B Boce Volumes DL/ /2015 F 54T AM
1 ¥ B Sy=mm eserced (S 3 [ 08 B 04AES20N5 8 A AM & Syater Pevmred [Systee]
FE 4] ¥ | SIS @ 8T A B O {Fo
: :
Kl =

Mext =

el m

In the Current Selection pane, the boot volume is selected by default (it is grayed out).
4. Select any other volumes and revisions to be restored.

Clicking the arrow I at the right of the items displays more files and folders.

The selection is displayed in the far right pane. Click the remove icon to remove any
selection.
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Select Your Revisions and/or Volumes
Current selection: Boot Volumes:\04/16/2015 @ 9:42 AM & Boot Volumes\D4/16/2015 @ 9:42 AM
v [V @ System Reserved (Sy... ) | (% i 04/16/2015 @ 3:42 AM @ System Reserved (System)
¥ @ (C)(Boot ) ¢ B 0162015 @ 8:22 AM B (C) (Boon)
< <
q »
Next >
5. After making your selections, click Next.
The Destination page is displayed.
Destination
Where Do You Want To Restore?
Select how your VM restore is treated and where the destination the newly created VM resides.
(-' Sandboxed test recovery
Recovery Type : ! . - . i .
Use this to verify your backed-up Physical Images or Virtual Disks without impacting normal business
Select how to verify and recover your data to a operation. This will create a VM that is not connected to the production network.
destination. C Production recovery
Use this in the event that your production machine has gone down. This creates a VM on a network of
your choice.
< Previous Next >

Notes:
- Use Sandboxed test recovery to verify your backed-up Physical Images or Virtual Disks without
affecting normal business operation. This option creates a VM that is not connected to the
production network. Sandboxed Test Recovery is a non-destructive means for you to verify the
integrity of your backed-up images without affecting normal business operation. Your
production images remain powered on and operational.
- Use Production recovery in the event that your production machine has gone down. Production
Recovery performs a recovery of your production images with selected recovery images.

6. Select a Restore type radio button.
If you select Sandboxed test recovery:
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o The source/production images are not shut down.
o The recovery VMs created are started on their own separate VLAN to avoid conflicts with
the production VMs.
If you select Production recovery:
o The source/production VMs are shut down.
o The recovery VMs selected are started on the production network. They assume the role
of the original production machines.
Note: For this example, the Production Recovery option is displayed, as shown below. The
following steps are valid for the Sandboxed test recovery option as well, with the exception of
the Virtual Switch field.

Where Do You Want To Restore?

Select how your VM restore is treated and where the destination the newly created VM resides.

C Sandboxed test recovery
Recovery Type ) R ~ . ) .
Use this to verify your backed-up Physical Images or Virtual Disks without impacting normal business
- . rati S W ra = VMM that iz e dn o o o ¢
Select how to verify and recover your data to a 32& ation. This will create 3 VM that is not connected to the production network.
destination. '+ Production recovery
Use this in the event that your production machine has gone down. This creates a VM on a network of

your choice.
R Select Destination Host For VM Specify Details For:
Destination
CPU .
¥
Choose where the data is restored RAM ‘e v
v
Virtua
si'-' tcr‘ ¥

Select File Destination:

Dath: I

Information

® The Fle Destination is where we create differencing disks on the chosen host as part of the
restore process.
® For best performance, the File Destination should be on the selected Hyper-V host. The Hyper-V

Machine Management service must have access to this location.

< Previous Next =

7. At the Select Destination Host for VM pane, click the Add New Host button.

The Server IP Address pop-up is displayed.

Type the IP Address of the Hyper-V host you want to add (eg. 192.168.1.1:443).
Cancel

8. Type the IP address of the Hyper-V host, and then click OK.

The sign-in pop-up is displayed.
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Please sign into the host:

Username:

Yassword:

9. Sign in, and then click OK.

10. At the Specify details for Host VM panel, select the CPU and the RAM size.
11. If you selected the Production Recovery option, select the Virtual Switch.
12. At the Path field, type or browse to the destination of your restore.

Browse option
a. Click the Browse button.

The folder options are displayed.

Please select a falder helowe

Current salaction:
B | gl Disk{CTh)

B b Windurmie( -1

4

wpe netaork lncaton i s not listad above (for example. Yeerverismars):

Fath:

Cancal
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b. Select the destination.

The OK button is activated.

=y -

. Click OK.

The address is displayed in the Path field.

Fack: [fLncafitorage-

To add a network location that is not listed, perform the step below.

Adding a Network Location

a. To back up files and folders on another network location that is not listed,
type the network path address in the Path field as shown in the example
below.

Typ= n=twork location Fitis not ksted abowe For example, Vseree rohane]:

Bath: \'mnpl:{ *

The add button is activated.

b. Click the add button.

Notes:

o The File Destination is where differencing disks are created on the selected host as part of
the restore process.

o For best performance, set the File Destination on the selected Hyper-V host. The Hyper-V
Machine Management service must have access to this location.

o If you select a remote host and the backup destination is a local non-shared folder, the
following pop-up is displayed asking to share the backup destination. Canceling this pop-
up deselects the remote host.

When restoring to a remote host, the backup storage locations need to be available in the network.
Share the following locations in the network and enter the share path in the table below, Share path must have Wocalhost\sharename
format. Provide the host 192.168.1.1:443  with read access to the share.
Path: Network path:
oatlsiL Storage-9fi
Cancel

13. After selecting the destination of your restore, click Next.
The Summary page is displayed
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Summary

Select Recovering 2 Volume(s) selected, size : 10.97 GB

® System Reserved
*(C)

Destination Restored ta E:\LocalStorage

< Previous

14. Verify your selections, and then click the Restore button.
The confirmation pop-up is displayed.

Proceed with this restore?

You are about to restore backed up data using the settings you just defined.

-

15. Click Yes.

The Restore Selections page is displayed with the status and a record is created in the Active

Recovery tab

Active Recovery VMs

VM Name Host / Location Recavery Mode Started Runtime Actions
1T6-2008R2-Pl4 it6-2008r2-pid Test Recovery 12/13/2016 1221 AM  02:23:58:35 T —
Physical Image Local

(54 Active Recoveries (1) iAnivity ;33 Systern % software € Notifications ‘[i Backup X Delete \—} Restore

[ |

If the Manage Recovery action is not performed, you cannot run a backup/restore for the
volumes that were restored using Rapid Recovery type.
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