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The firewall provides traffic shaping to prioritize network resources according to a number of factors
such as time of day, application type, and user identity. Set weight ratios for transport classes enable
traffic shaping in the firewall and specify a bandwidth for each interface you want to enable QoS on.

Step 1. (optional) Customize Class Weights and Rate Limits

Set the weight ratios for the classes within the same queue and modify the rate limits.

1. Go to FIREWALL > QoS.
2. Modify weight ratios and rate limits according to your requirements.

Class 1 Weight Ratio: 10 77T %

Class 2 Weight Ratio: 2 ' % v v
Class 3 Weight Ratio: 1 S-.": V

Internet Degradation Threshold: 10 o : MB

Limiting Queues Max. 5 %
Throughput: The max. percentage of bandwidth allocated to traffic from Rate Limiting Queues. Default: 5%
Choke Limit: 01 %
The percentage of bandwidth alocated to traffic with the Choke bandwidth policy. Maximum value is 5%. Default: 0.1%
3. Click Save.

Step 2. Enable Traffic Shaping in the Firewall

1. Go to NETWORK > IP Configuration.

2. In the Network Interface Configuration section, edit the interface. The QoS & Link Speed
Settings window opens.

3. Select the check box next to the Enable Bandwidth Management column.

4. Enter the bandwidth assigned by your ISP for outbound and inbound connections.
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QoS & Link Speed Settings

Interface Name: eth2

Available Cutbound 100 IMbps - Enable Bandwidth Management
Bandwidth:

Available Inbound 50 Mbps - Enable Bandwidth Management
Bandwidth:

MTU: 1500

Speed: s Auto-Negotiate Force

10Mbps -  Full Duplex ~

5. Click Save.

Step 3. Assign a Bandwidth Policy to an Access Rule

1. Go to FIREWALL > Access Rules and edit the rule.
2. Select the bandwidth policy from the Adjust Bandwidth drop-down menu.

Edit Access Rule

General = Advanced

Action: Name: Bi-directional:
Pass v BARRACUDA-CUDA-CONMNECT Disable: Yes @ No
Description: IPS: Yes @® No
CudaConnect is a web-based remote support Application Control ves @ No
tool to help Barracuda technicians assist you '
T D ) S5L Interception: Yes ® NO
Connection:
DNAT (port forwarding) - Redirect traffic to a specific IP Dynamic NAT . URL Filter: Yes @ No
fo & service on the Virus Scanner. Yes @ No
Adjust Bandwidth:
Bi-directional - tion networks are ATP: Yes @ No
inferchangeable. volP .
The inferface must have bsr.‘o.‘,-,'.':'.rr’.' _-’:.‘.s.ﬂ&ge-’.".‘en: e.r..sc-e.d Mail Security: Yes No
on the NETWORK > IP Configuration page for this policy :
te be applied Safe Search: Yes @ No

3. Click Save.

Monitor Bandwidth Policy Assignment

To monitor which bandwidth policy is assigned to active network sessions, go to BASIC > Active
Connections. The assigned policy of a network session is displayed in the Bandwidth Policy
column.
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