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Overview

Use this section to upload/download a Custom IP List text file to the Barracuda Web Application
Firewall.

To add more IP addresses to the current list, upload a new file that contains both the existing and the
newly added IP addresses list. Once you upload the new file, the current list is overwritten with the
new list. It is recommended to save a local copy of this file because you cannot view the contents of
the file after you upload it.

This feature is  supported ONLY on Network Layer IP Reputation.

Before you upload/download a Custom IP List text file, set Advanced Settings to Yes on
the ADVANCED > System Configuration page .
Ensure that every IP address in the text file is provided in a new line.
CIDR notation is not supported.

Upload a Custom IP List Text File

Upload the Custom IP List text file to the Barracuda Web Application Firewall.

Navigate to WEBSITES > IP Reputation > Custom IP List.1.
Click the Upload option from the Custom IP List field.2.
Click Browse and select the text file that contains the list of block-listed IPs. The URL of the3.
selected text file is listed in the Upload File of Blocklisted IPs text box.
Click Upload Now to upload the text file to the Barracuda Web Application Firewall.4.

Download a Custom IP List Text File

Download a Custom IP List text file to the Barracuda Web Application Firewall.

Click the Download option from the Custom IP List field.1.
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In the Download URL text box, enter the URL of the text file present on the server.2.
The URL of the Custom IP List does not support HTTP.

Select Yes from the Validate Server Certificate field to validate the server certificate.3.
Click the Trusted Certificate  drop-down list and select the certificate that must be validated4.
against the server.
Click  Download. The text file that contains the list of block-listed IP addresses is downloaded5.
to the Barracuda Web Application Firewall.

 

You can open the downloaded text file and view the IP list.

Modify a Custom List Text File

To modify an uploaded custom IP list, perform the following steps:

Download the custom list text file.1.
Open the text file, add or remove the IP addresses and save the file.2.
Re-upload the updated custom list file.3.
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