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How to Download and Install the Barracuda Content Shield Agent
for macOS

https://campus.barracuda.com/doc/88539862/

The Barracuda Content Shield Agent for macOS supports High Sierra 10.13.4, Mojave 10.14.6,
Catalina, and Big Sur. For endpoint computers that use Firefox, Barracuda Content Shield Agent
requires Firefox 68.0 or later.

The Barracuda Content Shield Agent for macOS includes the Web Filtering Component (WFC), which
applies policies you create on the Advanced Filtering page to endpoint web traffic. The agent is
installed manually on endpoint machines as described below. For endpoint computers that use
Firefox, Barracuda Content Shield Agent requires Firefox 68.0 or later.

Installation

1. From the endpoint machine, log into your Barracuda Content Shield account.

2. Go to the Downloads page. You will need to download two files from this page in order to
perform the BCS installation, and Barracuda Networks recommends saving both files in the
same folder/location on your computer (though the browser will probably store both files in the
Downloads folder).

3. First, click Account Configuration File to download the key file. Click Save File if you are
prompted by your browser to do so. This file is named bcs. key, and the installer wizard will
prompt you to locate this file during the installation process.

4. Next, click Download for the macOS Agent installer. Click Save File if you are prompted by
your browser to do so. The file is named BarracudaContentShieldSetup-
[version].dmg.

Open the BarracudaContentShieldSetup- [version].dmg file, which loads a popup with
the Barracuda Content Shield Installer.pkg and the WFC Uninstaller. Run the
Barracuda Content Shield Installer.pkg. If you are running macOS Big Sur, you
will first be prompted to click Allow for the installer to verify that the software can be installed.
Accept the license agreement, and follow the prompts in the wizard to install.

5. On the Account Settings screen of the wizard, click Select account file to browse for the
bcs. key file.
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® w Install Barracuda Content Shield a
Account Settings
| A Barracuca
Introduction Select the BCS account configuration file ("bes.key").
License

® Account Settings
Select account file...

Go Back

6. Click Continue, then click Install. You will be prompted for the Mac administrator password.

[ ] w Install Barracuda Content Shield 5

Standard Incetall an “Marcintnch HOY
| & Barracy

Intraductiog Installer is trying to install new software.

License i
Account Setting i I'é‘- Enter your password to allow this.
Destination Sell User Name: | Mac [Administrator
e Installation Ty| Eroerrrh
Cancel Install Software
Change Install Location...
Customize Go Back Install

7. Proceed based on your macQOS version:
o If you are running High Sierra 10.13.4, Mojave 10.14.6, or Catalina: The
Barracuda Content Shield Agent installation is now complete. Skip to Step 12 below.
o If you are running Big Sur: You will be prompted to approve additional configuration
changes. Continue to Step 8.

8. For Big Sur installations, the Barracuda Content Shield installer registers a system

extension, which the system blocks until an administrator approves it. Click Open Security
Preferences to open the Security & Privacy panel.
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System Extension Blocked

The program “Barracuda Content Shield”
tried to load new system extension(s). If
you want to enable these extensions,
open Security & Privacy System
Preferences.

Open Security Preferences

Note that the installer does not complete until you either approve the extension or dismiss the
dialog. If you dismiss the dialog, the install will succeed, but the proxy application will be
launched automatically and prompt you to finish configuring the software.

9. In the Security & Privacy panel shown below, you must click the lock button in the lower left
and then enter an administrator password.

[ ] < ] Security & Privacy J Q| b
m FileVault  Firewall  Privacy

A login password has been set for this user Change Password...

Require password | 1 minute B after sleep or screen saver begins

Allow apps downloaded from:

System software from application "Barracuda Content Shield.app”

was blocked from loading.

Ej Click the lock to make changes. ?

10. After unlocking the Security & Privacy panel, the Allow button is enabled and the software
can be approved. Once allowed, the message will disappear and the system knows that BCS is
trusted.
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o < iiii  Security & Privacy Q

General = Filevault  Firewall  Privacy

A login password has been set for this user  Change Password...

Require password 5 minutes (& after sleep or screen saver begins

Show a message when the screen is locked

Allow apps downloaded from:

App Store
© App Store and identified developers

System software from application “Barracuda Content Shield.app” Allow
was blocked from loading.

A

EE Click the lock to prevent further changes. Advanced... 2

11. Next you will be prompted to add a VPN network configuration. Click Allow to finish the

installation.
w Install Barracuda Content Shield 5

Installing Barracuda Content Shield
\ & Barra~ A=

Introductior

“Barracuda Content Shield” Would Like to
Add VPN Configurations

License

Account Sef

3 . All network activity on this Mac may be filtered or
Destination monitored when using VPN,

n=telate -
Allow Don't Allow

® Installation

12. The final installer window displays. If you did not complete configuration of the proxy extension
and network, you must finish those steps before the Barracuda Content Shield agent becomes
active. Launch the proxy application and complete configuration as described in the next
section.
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[ ] s Install Barracuda Content Shield g

k( Barracuda

Introduction

The installation was completed successfully.

License
Account Settings

Destination Select

Installation Type The installation was successful.

Installation .
The software was installed.
® Summary

[ Close |
Important:
When the installation is complete, the installer will prompt you to
either Keep or Move the installer file to the Trash, as shown below.
If you move the installer file to the Trash, you will not be able to uninstall the agent
without downloading the installer again. Barracuda Networks recommends keeping the
installer file in case you want to uninstall the agent in the future.
If you need to find the uninstaller, it is usually stored here: /Library/Application
Support/Barracuda/Content Shield/wca/BCS Uninstaller.app

‘e Install Barracuda BCS a

L 1 . . Do you want to move the “Barracuda BCS"”
Bart . . Installer to the Trash?

Introductic = To keep this package and disk image in its current
location, click Keep.

Keeh e

License
Account S

Destination Select

Installation Type The installation was successful.

Installation The software was installed.

Summary

Click Restart to finish installing the software.

Proxy Application Prompts

If you do not complete the configuration during the install, you can launch the Barracuda Content
Shield.app that has been installed and follow the prompts to finish the process at any time. When
launched the first time, the proxy application shows the current status and a number of steps that
must be completed to finishing configuring the BCS agent.
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The screenshot below shows what you will see if nothing has been configured. If the software is
completely configured, then each step will be checked and the buttons dimmed.

@ Barracuda Content Shield

Barracuda Content Shield requires additional configuration:

1. Load System Extension

Barracuda Content Shield needs to load a system extension to
securely proxy web traffic. Mac OS will temporarily block the
extension and prompt you to enable it.

Load System Extension

2. Approve System Extension

After loading the Barracuda Content Shield system extension ,
you must approve it in the Security & Privacy System Preferences.

Approve System Extension

3. Add Network Configuration

You must add a VPN Configuration for Barracuda Content Shield.

Add VPN Configuration

To finish the configuration:

1. Click Load System Extension to register the system within the application bundle.
The proxy application tries to load (register) the proxy extension, and the system blocks the
attempt. You are prompted to manually allow the extension. Click Open Security Preferences
to open the appropriate panel. If, instead, you click OK, you must click Approve System
Extension to complete the next step.
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Barracuda Content Shield requires additional configuration:

0 1. Load System Extension

m - System Extension Blocked

' 4 ¢ The program “Barracuda Content Shield” tried to load
| new system extension(s). If you want to enable these

extensions, open Security & Privacy System

Preferences.
2. Approve §
| Open Security Preferences “
After load
you must approve ¥ ¥ ¥ g [

Approve System Extension

3. Add Metwork Configuration

You must add a VPN Configuration for Barracuda Content Shield.

Add VPN Configuration

2. From the Security & Privacy panel, you must first click the unlock button. You are then

prompted to enter administrator credentials so you can change the system settings. Note the

system message at the bottom of the Security & Privacy panel.

®C < i Security & Privacy ' Q| '
m FileVault Firewall Privacy

A login password has been set for this user = Change Password...

Require password | 1 minute after sleep or screen saver begins

Allow apps downloaded from:

System software from application “Barracuda Content Shield.app”

was blocked from loading.

a Click the lock to make changes. ?

3. Once unlocked, click Allow to complete this step of the approval process.
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o < iiii  Security & Privacy Q

General = Filevault  Firewall  Privacy

A login password has been set for this user  Change Password...
Require password 5 minutes (& after sleep or screen saver begins

Show a message when the screen is locked

Allow apps downloaded from:

App Store
© App Store and identified developers

System software from application “Barracuda Content Shield.app” Allow
was blocked from loading.

E% Click the lock to prevent further changes. Advanced... ?

4. Returning to the Barracuda Content Shield application, you must click Add VPN configuration.

@ Barracuda Content Shield

Barracuda Content Shield requires additional configuration:

0 1. Load System Extension

e 2. Approve System Extension

3. Add Network Configuration

You must add a VPN Configuration for Barracuda Content Shield.

Add VPN Configuration

5. You will be prompted with a dialog to add this configuration, and must click Allow to complete
this step. The new network configuration then appears in the Network panel of the System
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Preferences, and is called Barracuda Content Shield.

L(Barra’“ wla

Introductior
License

Account Sef
Destination
Installation |

® Installation

w Install Barracuda Content Shield

Installing Barracuda Content Shield

“Barracuda Content Shield” Would Like to
Add VPN Configurations

All network activity on this Mac may be filtered or
monitored when using VPN.

Allow Don't Allow e

6. After each task completes, the corresponding step is checked and dimmed out as shown below.
The software is now configured and active. Next, quit the Barracuda Content Shield application.
Note that the proxy application does not need to be running in order for BCS to perform traffic
filtering. The launch agent and the proxy extension are automatically launched at startup, and
run silently in the background.

a 1. Load System Extension

Barracuda Content Shield

Barracuda Content Shield is active.

a 2. Approve System Extension

a 3. Add Metwork Configuration
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Verify that the BCS Web Filtering Component (WFC) is Running

To verify that the BCS WFC is installed and running, you can launch the Mac Activity Monitor and
search for wea_proxy. Ensure that you are viewing All Processes; otherwise, the agent process will
not be displayed.

[ ] [ ] Activity Monitor (All Processes)
I~ CPU Memory Energy Disk Network ) wea o
Process Name % CPU CPU Time Threads Idle Wake Ups PID User
WCa_proxy 0.8 1.81 15 B 208 root

Best Practice: If you are using the BCS agent with a DNS proxy solution, do the following:

In the DEFINE ALL LOCAL DOMAINS section of the Agent Settings page, enter local
domains in the LOCAL DOMAINS text box. The BCS agent will resolve the domains configured
here using the DNS Server configured on the endpoints.

Uninstalling the Agent

1. Open the BarracudaContentShieldSetup-[version].dmg file, and then double click on
the WFC Uninstaller. You will be prompted for the Mac admin password. Clicking cancel will
abort the uninstall process entirely and jump to the last screen.

2. Next, the uninstaller will try to remove the proxy application. This operation may be blocked by
the system, because of the hosted system extension, and you need to again enter a password
to continue.
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s Moving "Barracuda Content Shield.app” to “Trash”

Items to delete: 1

—_ Finder wants to move "Barracuda Content
Shield.app” to the Trash.

:
l ' ' Enter your password to allow this.

User Name: Mac Administrator

Password: I | I

3. Finally, the uninstaller needs to remove the rest of the BCS components, such as the launch
agent. Clicking Cancel aborts the uninstall process.

—~ BCS Uninstaller wants to make changes.

m Enter your password to allow this.

User Name: Mac Administrator

Password:

Cancel

4. If the uninstaller completes, you will see this dialog:

The software was successfully uninstalled

If you clicked Cancel, you will see this dialog:
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Mo files were removed

The uninstall was cancelled at the user's request.
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© Barracuda Networks Inc., 2024 The information contained within this document is confidential and proprietary to Barracuda Networks Inc. No
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