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Creating a VSS Shadow Copy Independently
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When troubleshooting VSS issues, an important step is determining whether or not shadow copies can
be made with Microsoft's VSS provider outside of the Backup Agent. This article will show how to
create shadow copies using the built-in tool Diskshadow. This tool is only available on Windows Server
operating systems and Windows 8 and up.

Directions

First, determine which volumes need to be tested. If you need to test a File and Folder backup, test
any volumes which contain files being backed up. If using an Exchange Information Store backup, the
volume(s) containing the mailbox database and/or transaction logs should be tested. Basically, if a
volume contains data you are trying to back up, that volume will be involved in the shadow copy
process.

1. Open an elevated command prompt and enter the following command to list the volumes
available. This will become necessary if you need to use the volume GUID instead of an
assigned letter.
vssadmin list volumes

2. Next, enter the DiskShadow program by entering this command:
diskshadow
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N Administrator: Command Prompt - diskshadow

icrosoft Windows [Version 6.2.92801
(c) 2012 Microsoft Corporation. All rights reserwved.

slUsepssadministrator . TESTDOMAIN>diskshadow
icrosoft DiskShadow version 1

opyright (C> 2012 Microsoft Corporation

On computer= MRFS81, 11-15-.2816 5:15:32 PH

DISKSHADOW> hegin hackup
DISKSHADOW> add volume c:

[DISKSHADOW> create

filias USS_SHADOU 1 for shadow ID {6dd3615f-6176-4Bd8-8aba—f2ef36876115> set as e
vironment variahle.

Nlias USS_SHADOU_SET for shadow set ID {?h2%e816-1h94-481b-a?f5-Bad?7dB4d?dd8> se
as environment variahle.

Querying all shadow copies with the shadow copy set ID {?h2%e816-1b%?4-481h—-a%f5—
Bad?7dB4d9dd8>

* Shadow copy ID = {6dd3615f-6176-4Ad8—Baba—f2ef36876115>

:USE_SHADOW 13
— Shadow copy set: {7?h2%eB16-1h?4-4@1b-a?f5-Bad?dB4d9ddE>

:USE_SHADOW_SETx
— Original count of shadow copies =1

— Original volume name: “»#\Uolume{5hbhh78e7?-BB07-11e6—93e8-BBbteb
f6e6?633~ [C:iN]

Creation time: 11-15-2816 5:17:88 PM

Shadow copy device name: “W?W\GLOBALROOT“Device“HarddizkUolumeS
thadowCopy?2

Originating machine: MRF381.testdomain.local

Service machine: MRFS81.testdomain.local

Mot exposed

Provider ID: {bh5946137-7h?f-4925-af8A-51abd6@b28d5>

Attributes: Auto_Release Differential

umber of shadow copies listed: 1
DISKSHADOW> end backup
DISKSHADOW> _

3. Set the type of shadow copy as "full" using the command:
begin backup

4. Add the volumes you are testing. This can be done using the letter assigned to the volume (C:
or D: or E:, etc...) or using the volume's GUID (\\?\Volume{e56blec3-
b2cd-11e4-8677-806e6f6e6963}\ for example). Use the following syntax:
add volume x:
or
add volume \\?\Volume {####H#1H#H - #HH#HE - HHHHHE - 1 - HHEHEEHEEEE T\

5. Finally, begin the shadow copy creation using the following command. It may take a few
minutes to process.
Create

6. If the creation of shadow copies for the defined volume set was successful the shadow copy
details will be displayed in the command prompt window. If creation was unsuccessful, the
faulting error or problem may be displayed. When finished, use the following command to
delete the shadow copy:
end backup
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