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System state backups are useful because they back up the system registry, Active Directory, COM+
database, SysVol, Certificate Services, and IIS metabase. It is important to note that system state
backups should not be relied on for re-imaging of servers that experience hardware failures; this is
due to a Microsoft limitation where system states are only meant to be restored back to the same
machine or one with identical hardware. With this in mind, here is how you can set up a system state
backup set.

Prerequisites

Before you begin, there are two prerequisites to using the system state plugin. If the machine you are
backing up is Windows Server 2008 or later, you must have Windows Server Backup installed.
Directions for installing that are here. In addition, you will need a storage location to use as a "scratch
drive" to temporarily house the system state files during the backup.

This scratch drive must meet the requirements listed under "Choosing a storage location" and it is
recommended the scratch drive have at least 30-40 GB of free space. In addition, for Windows Server
2008 and later, the scratch drive cannot be a "critical volume" or one which contains files or programs
the operating system uses.

Once you have these two prerequisites met, you can move on to making the system state backup set.

Creating a System State Backup Set

1. Log into the management portal and go to the Manage tab. Navigate to the computer account
to which you want to add a System State backup set.

2. Go to the Backup tab and click on the o button next to System State in the Backup Type
section.

3. First, set the name of this new backup set by clicking on the name at the top or on the 7
button next it. Then, select whether you want the new backup set to store its backups Local
Only, Online Only, or Online and Local.
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Select

Where Would You Like to Backup Your System State?

Select from the available Storage Locations below to backup.
Select Storage Location
® £ Online Only

Next >

Depending how you have the Backup Agent and computer account configured, you may

only see one or two of the storage type options. For more information on which types
should be available, reference this article.

Click Next to continue.

4. Set a schedule for the backup set by choosing a recurrence interval ( days or weeks) and either
how often the backup will run or on which days the backup will run. If you want to add more
than one schedule, click the Add New button.
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Schedule

How Often Would You Like To Back Up Your Data?
Select the schedule options below

Recurrence Pattern

Schedule

Every week on: Time of day

Schedule 1
Sunday Start At: 11:00 PM Every week
®ByD [} Monday On Sunday @ 11:00 PM and are allowed to
~ By Day finish before starting the next schedule
@ By Week O esday occurrence.
B Wednesday
[FThursday
B Friday
[ saturday

Information

» Multiple Daily / Weekly schedules are permitted

< Previous

Next >

Hit Next to proceed.

5. Set an archiving rule by modifying the default rule or by enabling an advanced archiving rule.
When you have the archiving rule you want, click Next.
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Retention

Archiving Rules

r
Determine how many versions of each backup you would like to retain, Keep|4 | | |weekls)and nofewerthan|4

A version(s)
v
[7] Enable Advanced Archiving

Start From a Template  »

< Previous

Next >

6. Choose a temporary folder location with at least 40GB of space free and specify a scratch drive

that also has at least 40GB of free space. The scratch drive you choose must meet the
requirements outlined here.

Finally, hit Next to see a summary of the backup set you just configured or click on the Create
Backup Set button to finalize the backup set creation.
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