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How to Get Started With CloudGen Access VX

https://campus.barracuda.com/doc/96025155/

e Step 1: Download and import the installation file for your hypervisor - see How to Deploy
CloudGen Access on a Virtual Appliance.

e Step 2: Return to this article to configure the network, proxy, and SSH as described below.

e Step 3: Follow instructions in How to Deploy the CloudGen Access User Directory Connector
with Vx .

Also see CloudGen Access on Vx Release Notes.

Network Configuration

Step 1. Log In

1. Power on the Vx and launch the console.

2. When you see the Login screen, use the default credentials to log in:
Username: admin
Password: admin

Barracuda Networks, Inc

Welcome to CGA Virtual Appliance
IP: 1 m

Docs: httips:/scampus.barracuda.comsdoc-93281218

cga-virtual-appliance login:

3. Follow the prompts to change your password and login.

Step 2. Set the IP Address and Time Zone.

By default, the IP address is obtained via DHCP. If DHCP is not available, you can manually assign an
IP address to the virtual machine. To check or to manually assign an IP address to the virtual
machine:

1. Select Network and check the current configuration.
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2. Select Configure and Edit Connection.
3. Move the cursor to IPv4 Configuration and select Manual.

—
Edit Connection

Profile name
Device

- ETHERNET

Disabled
- IPuv4 CONFIGURATION| Automatic <Show>
- IPv6 CONFIGURATION| Link-Local <Show>

[X] Automatically co| Shared
[X]1 Available to all

<Cancel> <OK>

4. Enter your IPv4 configuration.

Edit Connection

Profile name JEECIEES
PRt ons33 (B0:6C:29:32:BF :6E)

- ETHERNET <Show>
+ TPv4 CONFIGURATION <Manual> Hide>
resses [ S <Remove>

<Add_. >
Gateway |
DNS servers [REURERI <Remove>
<Add...>

Search domains <Add...>

Routing (No custom routes) <Edit...>
[ 1 Never use this network for default route
[ 1 Ignore automatically obtained routes
[ 1 Ignore automatically obtained DNS parameters

R

[ 1 Require IPv4 addressing for this commection

~ IPu6 CONFIGURATION <Automatic> <Show>

[X] Automatically commect
[X]1 frvailable to all users

<Cancel> <OK>

5. Select <OK> and then Back.
6. Select the Activate a Connection option to restart the connection.
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NetworkManager TUI

Please select an option

Edit a conmection
Activate a conmection
Set system hostname

Quit

7. You need to Deactivate and Activate the connection to apply the changes.

Wired

System ens33

8. Return to the main scree and select Status to confirm the changes.

Select option: Status

- om e w24
- fefB: :28c:29ff :fedZ2 :bfbe 64
- lo

- =, g
- 11,128
>>> snetwork Select option:
- Status
- Conf igure

Back

To change the time zone, select System > Date > Timezone.

How to Configure SSH

1. Select Services.
2. Select SSH.
3. Select Enable to enable or Start to start the SSH service on boot-up.
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4.

5.
6.

If your virtual machine shares the IP address of your device on the external network (your
device provides NAT for network traffic from the virtual machine), you need to change network
settings to bridge mode (the virtual machine appears as an additional computer on the same
physical network connection as your device).

You can check the IP address of the virtual appliance by selecting Network and Status .
Now you can SSH into the virtual appliance; example: ssh admin@l0.x.Xx.X

How to Configure a Proxy

Note that Envoy is pre-configured to listen locally on 443/tcp via the proxy environment
variable FYDE_ENVOY _LISTENER PORT. There is also a firewall rule for the public zone allowing
external access to this port.

N

S

Select Services > Proxy > Configure > Set .

. Select enrollment_token.

Paste the token and click Enter, making sure that you are pasting without style (you can obtain
the enrollment_token from the CloudGen Console when you create a new User Directory).

If you can’t paste the token, you can SSH into the virtual appliance and paste it there. See How
to configure SSH below.

To double check the entered values, select View .

Go to Services > Proxy .

. Select Start to start the proxy service now, or Enable to start the proxy service now and

enable starting the service on boot-up.

Next, see How to Deploy the CloudGen Access User Directory Connector with Vx.
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