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The Control Center Licensing page provides information about the usage of licenses that are active
and available for managed CloudGen Firewalls. To access the Licensing page, click the CONTROL
tab and select the Licensing icon.
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The information displayed on the Licensing page is divided into the following sections:

You can expand and collapse each section by clicking the arrow icon on the top left.

> [SINGLE LICENSES

Options Menu

The Licensing page provides icons in the top left and right of the ribbon bar, offering the following
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actions:

» Select Time Interval - Allows administrators to select a time interval for license usage
information to be displayed.

SELECT TIME INTERVAL Last Quarter plll |caded Data from 02.02 2021 to 03.05.2021

¢ Activate Unit - Starts the activation process for the selected firewall.
e Update Licenses - Triggers the Control Center to query a license update.
e Import Pool License - Imports the pool license.

IZ:::_-ﬁu:‘.tivatE Unit ?:i Update Licenses ﬁ import Pool License T¥

For more information, see How to Install and Assign Pool Licenses on a Control Center.

Single Licenses

The Single Licenses section displays the available single licenses for CC-managed CloudGen Firewall
units.
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The information in the Single Licenses section is divided into the following columns:

e Activation State - This column shows the status of the license activation.
e Box - The name of the firewall.

e Cluster - The name of the cluster the box resides in.

e Range ID - The name of the range that cluster and box belong to.
e Appliance - The appliance model.

e Serial - The serial number of the appliance.

e Location - The geolocation the appliance resides in.

e Country - The country the appliance resides in.

o Start Date - The date the license was activated.

e Expiration Date - The date the license expires.

* Info - Displays information on the license activation process.

Context Menu

Right-clicking a list entry opens the context menu, which provides the following options:

¢ Use Unattended Activation - If you activate this option, Firewall Admin will not ask for
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personal contact information upon activating licenses on Barracuda servers. Activation
templates can be edited in the configuration on global, range, and cluster levels. The activation
process itself must be triggered manually.

e Update Licenses on CC - Triggers an update of the license.

» Refresh - Refreshes the display window.

* Show Filter - Displays the filter row on top of the list that lets you filter the list based on
different criteria.

For more information on the standard context menu, see Barracuda Firewall Admin.

Pool Licenses

The Pool Licenses section displays the available pool licenses on the Firewall Control
Center. Available licenses are shown in the following order:

Base

e Energize Updates

Malware Protection
Advanced Threat Protection
Premium Remote Access
Basic Remote Access
Firewall Insights
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The information in the Pool Licenses section is divided into the following columns:

Activation State - This column shows the status of the license activation.
Model - The appliance model.

License ID - The ID of the license.

Pool License Type - Displays the pool license type.

Instances - The number of appliances the license is installed on.

Usage - Displays information about license usage in %.

Available - Shows the number of appliances the license can still be installed on.
Serial - The serial number of the license.

Start Date - The date the license was activated.

Expiration Date - The date the license expires.

Activation Token - Displays the activation token.
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¢ Info - Displays information on the license activation state.
e License Type - The license type.

e Grace - The grace period in days for the license.

e Comment - Additional information, if available.

Context Menu

Right-clicking a list entry opens the context menu, which provides the following options:

e Import Pool License - Imports the pool license.

* Remove Pool BAR <License Number> - Removes the selected pool license.

e Use Unattended Activation - If you activate this option, Firewall Admin will not ask for
personal contact information upon activating licenses on Barracuda servers. Activation
templates can be edited in the configuration on global, range, and cluster levels. The activation
process itself must be triggered manually.

e Update Licenses on CC - Triggers a license update.

* Move Instances to another Pool - This option replaces box licenses derived from one pool
license to another pool license.

* Reassign Licenses to Instances - Reassigns licenses if the pool license was renewed, but
box licenses were not automatically updated by the Control Center.

* Open Pool Licenses Configuration - Opens the Multi-Range > Global Settings > Pool
Licenses configuration page.

* Refresh - Refreshes the display window.

e Show Filter - Displays the filter row on top of the list that lets you filter the list based on
different criteria.

e Tools - Opens the standard Tools context menu from where you can export the list to file or
clipboard.

For more information on the standard context menu, see Barracuda Firewall Admin.

Available Licenses

The display graph shows the actual usage status and description of a selected license. Click on a
license in the Floating Licenses (Pool License Usage) section below and select a time interval
from the filter drop-down menu on top of the graph for license usage information to be displayed.

v No Pool License selected

Zoom Level:

The graph on the right shows the amount of license usage in %. The more of the license that has been
consumed, the less color is shown. A full ring means that the license has not been used or that usage
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for this license is unlimited.
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To narrow down the information, expand the Zoom Level drop-down menu and set a zoom level. You
can also scroll the mouse wheel or click and drag the graph to the right or left to view a different time
interval. To view all information, double-click the graph. Drag the scroll bar below the date axis to the
left or right to change the time margin. To hide the graph for a sub-type, click on the legend.
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Floating Licenses (Pool License Usage)

V' FLOATING LICENSES (POOL LICENSE USAGE)
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If licenses are present, the information in the Floating Licenses (Pool License Usage) section
below is displayed under the following columns:

¢ License State - The status of the license.
Not Activated - This section lists inactive licenses with details.
Activated - This section lists valid licenses with details.

Grace - This section lists valid licenses in grace mode with details.
Expired - This section lists expired licenses with details.

[¢]

[¢]

[¢]

[¢]
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¢ Host Name - The name of the managed CloudGen Firewall unit.
* Box Serial - The serial number of the firewall.
e License Identifier - The number and description used to identify the license.
e Box Model - The appliance model.
e Lic-Serial - Displays the serial number of the firewall license.
* Lic-Model - Displays the license model.
* Pool License Type - Displays the pool license type.
e Lic-Type - Displays the license type.
e Cluster - The cluster the firewall resides in.
e Range ID - The range the firewall resides in.
* Box Identifier - The name of the managed CloudGen Firewall unit, including cluster name and
range ID.
* Added date - Displays the date the license was activated.
e Remove date - Displays the date the license was removed.
e Days used - The number of days the license has been active.
e Status - The activation state of the license. There are four licensing states:
o Activated - The license is valid and active.
o Not Activated - The license is inactive.
o Grace Mode - The license is in grace mode.
o License Expired - The license has expired and is invalid.

Context Menu

Right-clicking on a list entry opens the context menu. For detailed information, see Barracuda Firewall
Admin.

Filter Options

Use the drop-down fields on top of the section to filter the list entries by time period and date.

All filtering results are based on the main filter set on the top ribbon bar. For content to be
displayed, you must select a time interval.

The filtering section provides a field for each column.

For example, to set a filter for the date a license was added or removed, expand the Filter drop-down
field above the Added date or Removed date column, click the calendar icon on the left of the date
field, select a date, and click OK.
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To set a filter for the length of time a license was used, expand the Filter drop-down field above

the Days used column, click the calendar icons on the left of the date fields, select a start and end
date, and click OK.
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The licenses are now displayed in the Floating Licenses (Pool License Usage) column.
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To show which boxes currently use a pool license, filter for the serial number of the license and leave
the Removed date field blank.

Pool Consumption Reporting

Pool licenses are assigned on the Firewall Control Center. With Barracuda CloudGen Firewall version
8.2.1 and higher, pool usage will be reported to the Barracuda Server on a daily basis. The Control
Center updates the pool usage data via an HTTPS connection. If the connection to
cgfw.brs.cudasvc.com, port 8001, fails, a reattempt is made after 1 minute, then 2, then 3 minutes,
and then every hour. Pool usage reporting applies to the following data:

Data Description Example

uuid Egggﬁel:mt boxname clustername 1 1234567-BN-VF1000-PoolAdvancedThreatProtection-1234567890
Control

Source Center serial||bos:<serial number of the control center>
number

Source details / type tS;pbecrlptmn AdvancedThreatProtection

Eource details / Box name |[<boxname> <cluster> <rangename>

oxname

source deJ.caﬂ.S / Box Test box XYZ

box _description description

Source details / Esxmst;irrlal 1212121

box_serial (HW)

. Pool license

source details / serial 1234567

pool serial number

source detaila / Box model |F180, VF1000

box_model
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Product

Source type family CGF
Time Date & time ||2020-12-02T11:32:48Z
Resource Resource License
Metric Metric Resource-seconds
Used time
Usage (metric 86400
value)
Date & Time
of license
Continuously used sincel[assignment |[2017-05-05T14:04:03Z
without
removal
Event
Event feed source control center
Data / master name ﬁ)C Master ngcc-1616161616coXyz
Data / version_report Version of 1
-rep the report
box devmapsub 1C-8C-8C-8S1

Pool Usage Logging

A copy of all parameters sent to the Barracuda server is logged. After processing the data, a log
message indicates that license usage of all pool licenses has been successfully reported. For details,
see log file CSC/CONF/licupdate. If the connection to cgfw.brs.cudasvc.com, port 8001, fails, a log
message indicates that license usage reporting has failed, and no further attempts are made until the

next day.
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