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How to Redirect Authentication from a CloudGen Firewall to a
Specific Authentication Server

https://campus.barracuda.com/doc/96026651/

Authentication redirection is used when a Control Center or a stand-alone firewall forwards user
credentials to a dedicated authentication server, e.g., MSAD, RADIUS, LDAP, etc. This intermediary
system serves as an authentication proxy.

The CloudGen Firewall, which handles the credentials, must be configured to send the credentials to
the authentication proxy, which will then forward the data to the actual authentication server.

The authentication proxy can be of two types:

e If it is a Control Center (see image for CC-Managed Setup below), it already contains the
necessary access rule for forwarding the credential.

e |f it is a stand-alone CloudGen Firewall (see image for Stand-alone Setup below), an appropriate
access rule must be configured on this forwarding system.

The firewall that receives and sends the credentials can be either a managed or a stand-alone
firewall.

Use Case

In this example, a user enters credentials into a web-based form in a web browser that then sends the
data to a CloudGen Firewall. This firewall is configured to redirect the authentication request to
another CloudGen Firewall that effectively handles the authentication request.

| Example 1: CC-Managed Setup || Example 2: Stand-Alone Setup
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According to various authentication systems available, the following target schemes can be

redirected:

NGFLocal
MSAD

LDAP
TacPlus
Radius
RSASecurlD

Authentication redirects are transmitted using the UDP protocol on port number 802.

Before You Begin

For a setup with a Control Center as an authentication proxy, ensure the following conditions are met:

* The Control Center must be configured so that it authenticates against a specific authentication

server, e.g. MSAD.
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For more information on this example, see How to Configure MSAD Authentication.
For more information on other authentication methods, see Authentication.

e The firewall, which handles the credentials, must be configured as a managed firewall and must
be connected to its managing Control Center. For more information, see How to Add a New
CloudGen Firewall to the Control Center.

For a setup with a stand-alone firewall as an authentication proxy, ensure the following conditions are
met:

¢ A stand-alone CloudGen Firewall must be configured so that it authenticates against a specific
authentication server, e.g. MSAD.
For more information on this example, see How to Configure MSAD Authentication.
For more information on other authentication methods, see Authentication.

Example 1: Configure Authentication Redirection for a Managed CloudGen Firewall

When configuring authentication redirection for a managed CloudGen Firewall, the forwarding rule for
protocol type UDP, port 802, is already preconfigured on the Control Center. Therefore, the Control
Center already knows how to forward authentication requests.

The following steps apply to the use case as shown in the image above for the CC Managed Setup.

1. Log into the Control Center that manages the firewall in question.

2. Go to CONFIGURATION > Configuration Tree > Multi-Range > your range > your
cluster > Boxes > your managed box > Infrastructure Service > Authentication
Service.

3. In the left menu, click Redirect Authentication.

4. Click Lock.

5. For Redirect Scheme, select Yes.

6. For Primary box type, select CC. (Note: it is not necessary to enter an explicit IP address

because the managed firewall already knows the IP address of its managing Control Center)
7. For Target Scheme, select the target scheme that you want to authenticate against, e.g.,
MSAD.
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Redirect Information

Redirect Scheme ‘fes VI El-
Method Redirect_Authertication v B
User Info Helper Scheme ~ BE-
Number of Processes |5 | El-
Primary box type |CC Vl E-
Explicit Box Address | | E-
Target Scheme [ MsAD | CoOther [E-

When authenticating to a managed CloudGen Firewall, your credentials will now be forwarded to the
authentication system (e.g., MSAD authentication server) by the Control Center that operates as an
authentication proxy.

Example 2: Configure Authentication Redirection for a Stand-Alone CloudGen
Firewall

The following steps apply to the use case as shown in the image above for the Stand-Alone Setup.

=

Log into the stand-alone firewall that receives the user credentials.

Go to CONFIGURATION > Configuration Tree > Infrastructure Service > Authentication
Service.

In the left menu, click Redirect Authentication.

Click Lock.

For Redirect Scheme, select Yes.

For Primary box type, select Explicit.

For Explicit Box Address, enter the IP address of the forwarding stand-alone firewall.

For Target Scheme, select the target scheme that you want to authenticate against, e.g.,
MSAD.

Redirect Information

N

© oUW

Redirect Scheme Yes vI E-
Method Redirect_Authentication v B
User Info Helper Scheme ~ [El-
Mumber of Processes |5 | E-
Primary box type IEpricit vI El-
Explicit Box Address {10.0.10.1 | &-
Target Scheme IMSAD vI []Other E-

When configuring authentication redirection for a stand-alone CloudGen Firewall, an access rule must
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also be configured to forward an authentication request.

N -

Log into the firewall that forwards the authentication request.

Go to CONFIGURATION > Configuration Tree > Box > Assigned Services > Firewall >

Forwarding Rules.

3. Click Lock.
4. Click + to add a new access rule.
5. The Edit Rule:New Rule window is displayed.
6. For the access rule type, select App Redirect.
7. For the name of the access rule, enter AuthRedirect.
8. For source, enter Any.
9. For service, select <explicit-srv>.
10. Double-click the first empty line in the list.
11. The Edit/Create Service Object window is displayed.
12. Click New Object.
13. The Service Entry Parameters window is displayed.
14. For IP Protocol, select 017 UDP.
15. For Port Range, enter 802.
16. For Service Label, enter phibs.
IP Pratocal Im 7UDP VI Port Protocol Protection
Comment | | Action for prohibited Protocols Allow Listed Protocols
TCP & UDP Mo Protocal Detection “ > Business
Port Rangs |802 | Detection Policy éMaiI
X ames
By, Smite | HZI il Instant Messaging
Service Label |Dhib3 | Information > Media Streaming
Client Port Used  1024-65535 [client port range)] v Allow Listing: * Remote Access
Only pr_otocols with a match to the > Standard Metwork
- Sl ot o DS | 0 g
|CMP Echa unknown protocols wil be tagged > VOIP
prohibited.
Max Fing Size Min Delay 102 s
Block Listing:
Frotocolz with a match to the
Bieite] Bloék List arte prohiéitecﬁ: -t
Session Timeout Balanced Timeout E\-mtzgt?giopr[;tfcols nuot listed here
Flugin | |
Available Fluging i
ok,
17. Click OK.
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18.
19.
20.
21.
22.
23.
24,

25.

Narne Service Color
! Drescription
Mr.  Ports / Ref Plugin Comment
01 UDP 802 phibs
Up | |Ary ~ | MNew Reference Edit Delete
Down Mew Object...
oK Cancel
Click OK.

For Destination, select <explicit-srv>.
Double-click the first empty line in the list.

The Edit/Create Network Object window is displayed.

Click + right to Include Entries.

The Edit/Create Include Entry window is displayed.

For IP, enter the IP address of the forwarding firewall, e.g. 10.0.10.32.

(@ 1P / Network
| P | 10.0.10.32

MAC

Interface

Comment |

(O Reference

Click Insert é'nd_ Close.

General

Type  Generic Network Object (TP, Metwork, Ranges) ~

Name | zexplicit-dest> Resolve

Include: Entries - .3

Insert Insert and Close

Description

{optional)
(optional)

Close

Metwork Color

Exclude Entries

L)

IP / Ref / Geo Comment

IP / Ref / Gea

100.1032

Comment

Enable L3 Pseudo Bridging

26. Click OK.
27. For Local Address, enter 127.0.0.1:802.
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&) it Rule: NewRule [Rule]

Rule
Advanced
ICMP Handling

Object Viewer €

Object Viewer

28. Click OK.

x
[AuthRedirect ]
App Redirect ‘ ‘
@ [ Dynamic Rule (@ [] Deactivate Rule
Source Service Destination
Any ~| | <explicit-srv> | | <explicit-dest> ~
0.0.0.0/0 UDP 502 phibs 10.0.10.32
< >
Redirection  Create Proxy ARP [ ]
Local Address
< > < >
User Policies
Any | TP Policy
Defauit Policy ~
Application Policy
No AppControl
55L Inspection Policy
NA,
Schedule
QoS Band (Fwd)
No-Shaping |
QoS Band (Reply)
< > | LkeFwd ~
Caree

When authenticating to the stand-alone CloudGen Firewall, your credentials will now be forwarded to
the authentication system (e.g., MSAD authentication server) by the stand-alone CloudGen Firewall

that operates as an authentication proxy.
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