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How to Enable User Connectivity on a Site

https://campus.barracuda.com/doc/98223661/

User Connectivity & Personal Security allows you to connect your clients to either a gateway or a site.
Follow the guide below to configure a site so that clients can establish a point-to-site connection to
the site.

This feature is available only on hardware appliances T200 or higher and virtual appliances
VT300 or higher.

Before You Begin

« If you want to use your Microsoft Entra ID users and groups for personal access, site
authentication, and Security Policies, you must first connect your Microsoft Entra ID with
Barracuda Cloud Control in order to synchronize users and groups.

e |f you do not synchronize Microsoft Entra ID with Barracuda Cloud Control, you must create a
user account in Barracuda Cloud Control for each of your users using personal access. For more
information, see How to Connect Your Microsoft Entra ID with Barracuda Cloud Control.

e Create a SAML endpoint in Microsoft Azure. For more information, see How to Create a SAML
Endpoint in Microsoft Azure and Basic User Connectivity & Personal Security Configuration.

e If SSL Inspection is enabled, you must allow certain Barracuda and Microsoft domains before
you continue. For more information, see List of Required Barracuda Authentication & Discovery
Services for Point-to-Site & Personal Security.

e Enable User Connectivity. For more information, see Point-to-Site.

e A static public IP address is required for the site the clients are connecting to.

Step 1. Configure a Static WAN Connection on the Site

1. Configure a static WAN interface on the site the clients are connecting to. Use a static public IP
address. For more information on the configuration, see How to Configure a Static WAN.

2. Stay in the WAN interface window.

3. Click to enable User Connectivity.
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Add New WAN Interface

© Name* Static WAN
© Type Static -
© rort P3 v

@ Virtual LANID

@ PAddress* 62.99.0.221

@ Netmask* 24

@ Gateway * 62.99.0.254

@ Provider Pinning Pinto Group 1 v
@ HAFailover

@ User Connectivity Ijl

4. Click OK.
5. Click Save.

Step 2. Download the VPN Profile from the Site

1. Go to https://se.barracudanetworks.com and log in with your existing Barracuda Cloud Control
account.

2. In the left menu, click the Tenants/Workspaces icon.

3. From the drop-down menu, select the workspace containing your site.
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Tenants / Workspaces X
H Demo Enterprises Inc / Testing @
Q
a 2 Tenants [ Y
Demo Enterprises Inc 9
Default Tenant
e Production
My production workspace
Testing
n My testing workspace
Demo Deutschland Gmbh N

3
4. Go to Infrastructure > Sites. The Sites page opens.
5. Click on the download icon next to the site you want your client to connect in order to download
the client VPN configuration.

Infrastructure > Sites
NAME SERIAL MODEL EDGE SERVICE CLOUD VWAN [‘ff‘f‘.ff‘“r“:” PEEFRING LANS WANS
STATUS ADDRESS
1014.01/24 GiffGaff (W,
Nottingham 654825 VT3000 UnitedKingdom Private Edge Online 169.254.0.2 |
1014641018 Gradwell (Dy..

6. Save the file to your local machine.

When importing the VPN profile, you can either import a Site VPN profile or a Gateway VPN
profile. Barracuda SecureEdge will automatically add all available VPN endpoints to connect to
in your Barracuda VPN client.
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Barracuda VPN Client

Connect to

fbu-cgwan-vwan

Wiest Europe -
Ea.;tﬁ Asia

East US 2

Japan East

West Europe

Connect

Further Information

For more information on user enrollment and on establishing a connection on the client, see Point-to-
Site.
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