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Working with Configuration Templates in the Control Center's configuration tree is possible on three
levels:

e On the global level.
You can locate the respective node Configuration Templates in the configuration tree
at CONFIGURATION > Configuration Tree > Multi-Range > Global Settings.
e On the range level.
The Configuration Templates node is hidden by default. For more information, see How to
enable Configuration Templates on the Range Level below.
e On the cluster level.
You can locate the respective node Configuration Templates in the configuration tree
at CONFIGURATION > Configuration Tree > Multi-Range > Global Settings > your
range > your cluster.

When you open the configuration tree in the Control Center for the very first time, the Configuration
Templates node is only visible on the Global Settings level.
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In order to see the Configuration Templates nodes on the global and cluster level, you must first
add a range and a cluster that corresponds with your organizational requirements. The following
example shows the configuration tree with 1 range and 1 subordinated cluster.
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By default, the Configuration Templates node on the range level is disabled.

How to Enable Configuration Templates on the Range Level

In order to enable Configuration Templates on the range level, you must ensure that there are 'Range'
nodes configured. For more information on how to create ranges and clusters, see How to Manage
Ranges and Clusters.

Then perform the following steps:

1. Log into your Control Center.

2. Go to CONFIGURATION > Configuration Tree > Multi-Range > your range > Range
Properties.

Click Lock.

4. In the section Specific Settings, select yes for Own Configuration Templates

w
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Specific Settings

Disable Update no
Collect Statistics yes
Own Cook Settings no
Own Event Settings no
Own Firewall Objects./Policies no
Own VPN GTI Editor no
Own Access Control Objects no
Own Traffic Shaping Settings no
Own Certificate Store no
Own Configuration Templates |yes

5. Click Send Changes.

6. Click Activate.

7. Go to CONFIGURATION > Configuration Tree. The configuration tree now shows the
Configuration Templates node on the global, the range, and the cluster level.

# Global Settings
o S Certificate Store
| Configuration Templates |
- /iy Eventing
Global Firewall Objects/Policies

Es
@ Pool Licenses
o B2 CC Identity
ﬁ CC Parameters
|£,_|9I CC Access Motification
,511‘ Administrative Roles
ﬂ Statistics Cook Settings
- {} Global Traffic Shaping
ﬁ TUFIN Integration AP Service
Secure Connector Management Metworks
- El VPN GTI Editor (Global)
o [T VIP Networks
[ Access Control Service Objects
-9 Access Control Service Trustzones

rﬂ& 1 (Range1)

... (84 Range Properties
=8 4 Range Settings

i [0 Cluster Settings

= Boxes

5 Cluster Properties
w Shared Services

l- Configuration Templates

Default Box

Configuration Templates on the Global, the Range, and the Cluster Level

Configuration templates fully comply with the concept of propagating configuration settings to a
different amount of managed instances in the Control Center depending on the level where the
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configuration has been made in the configuration tree. In fact, the Configuration Templates window
looks initially different on the three levels:

Global Level Range Level Cluster Level

On CloudGen firewalls with firmware that provides the Configuration Template feature, multiple
example configuration templates are provided only on the cluster level.

Adding an entry at a higher level in the configuration tree will make this entry be displayed on all

subordinated levels. As an example, an entry that is added on the global level will be displayed both
on the range and the cluster level. If an entry is added to the range level, it will not be displayed on
the global, however, it will be displayed on the cluster level.

In order to distinguish such entries that have been entered at higher levels in the configuration tree,
these entries are displayed in grey color at the range and the cluster level.

Template
Added

Templates Displayed on Original Level

Templates Displayed on Subordinated
Levels

Global

Level cgf-Template-GL

Range

Level cgf-Template-RL

Cluster

Level cgf-Template-CL

Entries in grey color indicate that they can only be modified on their original level.

How to Work with Configuration Templates on Different Levels in the Configuration Tree

4/11


https://campus.barracuda.com/doc/99124430/

Barracuda CloudGen Firewall lIBarracuda®

Your journey, secured.

How to Create/Derive a New Instance from a Template

Basically, creating a new instance is the procedure of duplicating a template on a certain level (global,
range, or cluster), while referring it to the original template in terms of inheriting all settings from the
template, and at the same time associating it with a certain type of operative instance, e.g., CGF, SC.
When you create a new instance, you must be aware that an instance can require you to specify
certain settings during creation, e.g., entering certain data for a password, that then will be implicitly
associated with the new instance. For this, you must create the required parameter in the template
editor.

The following example demonstrates:

e how to create a template on the global level
e how to derive an instance from that template that is weakly/strongly bound to the template
¢ how those new appliances look in the configuration tree

Step 1. Create a New Template on the Cluster Level in the Configuration Tree

Note that when opening the Configuration Template window on the cluster level, there will already be
multiple predefined templates. The image below shows templates created both on the global and the
range level.

=

. Log into your Control Center.

. Go to CONFIGURATION > Configuration Tree > Multi-Range > your range > your
cluster > Configuration Templates.

3. The Configuration Templates window is displayed.

4. Click Add Template.

5. The Add new Template window is displayed.

6. For Template Name, enter the name of your new template. In this example, the template is

referred to by the name cgf-Template-CL.
7. For Display Name, enter the name to be displayed

N

B
Template name |Cgf-TempIate-CL |
Display name |Cgf-TempIate-CL |
Product [car |
oK Cancel
8. Click OK.

9. Click Activate.
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|;_= Configuration Templates. X
Check CC Dt - S ety st
Al iostances
Name Product  Info MName Template Name Template Binding Mads! Revision
cof-TemplateCL CGF 1 Configuration Units: Core Corfiguration [caf TemplateCLCor.
ExampleCgfBasic CGF 5 Configuration Units: Care Configuration [cgfCore] ACL [acl] ...
ExampleCafGti CGF 5 Configuration Units: Core Corfiguration [cafCore] ACL [acl]
ExampleCgfMgmt Tunnel CGF 5 Configuration Units: Care Configuration [cgfCore] ACL [acl] ...
ExampleFacBasic s5C & Configuration Urits: Core [ExampleFscBasicfscCore] VPN T
ExampleFschatBreakout sC 7 Configuration Urits: Core [ExampleFscNat BreakoutfscCore]...
ExampleFscWiiCloTEdge sC 7 Configuration Urits: Core [ExampleFsc\WiiClo TEdgefscCor.
ExampleFsc\WwanLXC sC 7 Configuration Urits: Core [ExampleFsc\WwanLXCfscCore]
Connected to 10.17.78.176 (v 9.0.0-511) 551 Secured (TLS_AES_256_GCM _SH/ | Certificate: <NOT LOADED > CC Time: 11:01 (Etc/UTC) Q

The new template you created is displayed in the left view listing the templates, and the green frame
marks the new template createdon the cluster level.

If you want, you can repeat Step 1. for two new templates on the global and the range level (cgf -
Template-GL, cgf-Template-RL). These two templates are also part of the following images.

Step 2. Create/Derive a New, Strongly Bound Instance from the Configuration Template created on the
Cluster Level

oV wWwNE

w oo~

10.

11.

Right-click the template cgf-Template-CL in the left view.

Select Lock Template from the list window.

Click Add Instance.

The Add new Template Instance window is displayed.

For Instance name, enter the name for your instance, e.g. my-CGF-instance-CL-sb.
For Display name, enter an individual name to be displayed at other places in the user
interface.

For Template Binding, select Strongly Bound.

For Product Type, choose the product type that matches your requirements.

For Appliance Model, choose the appliance model that matches your requirements.

If you have the option to choose the Appliance Sub Model Type, select the appropriate model

type.
E Add new Template Instance 4
Instance name my-LGFHnstanceClsb
Display name my-CGFHnstance-Clsb
Product [car v
Template Binding | Strongly Bound A

v

Appliance Model

|
|
Product Type | VF500 v |
|
|

Appliance Sub Model Type

ppliance Sub Model Type v

oK Cancel

Click OK.
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Step 3. Create/Derive a New, Weakly Bound Instance from the Configuration Template created on the Cluster

Level

oUveswWwNE

w oo~

10.

11.

Right-click the template cgf-Template-CL in the left view.

Select Lock Template from the list window.

Click Add Instance.

The Add new Template Instance window is displayed.

For Instance name, enter the name for your instance, e.g. my-CGF-instance-CL-wb.
For Display name, enter an individual name to be displayed at other places in the user
interface.

For Template Binding, select Weakly Bound.

For Product Type, choose the product type that matches your requirements.

For Appliance Model, choose the appliance model that matches your requirements.

If you have the option to choose the Appliance Sub Model Type, select the appropriate model

type.
E Add new Template Instance 4
Instance name my-CGFHnstance Clwh
Display name my-CGFHnstance-CLwb
Product [car v
Template Binding | Weakly Bound A
Product Type

Appliance Model

v

|
|
|vr5m - |
|
|

Appliance Sub Model Type

ance Sub Model Type v

OK Cancel

Click OK.

Step 4. Check the Two New Instances

The new two instances are now displayed in the right list view of the Configuration Template window.

Configuration Templates X

Check CC Database - SC's curently disabled
pm—pr—m
Name Product  Irfe Name Template Name  Template Binding ~ Model  Revision
cgf TemplateCL EHF |1t S B e me myCGFinstance CLsb  cgf-Template CL B, Srongy Bound {500 VF500 i
oqf Template-GL CGF 1 Configuration Urits: Cors Configuration [ogf TemplateGLCor myCGFinstanceClawb  ogf-TemplateCL B Weakly Bound  vi500 VF500 i
cgf Template-AL CGF 1 Configuration Urits: Cors Configuration [cgf TemplatsRLCor
ExampleCofBasic CGF 5 Confiquation Units: Core Corfiguration feofCore] ACL facl...
ExampleCafGli CGF 5 Configuration Urits: Core Configuration [ogfCore] ACL [scl]
ExampleCafMgmt Tunnel CGF 5 Configuration Urits: Core Cenfiguration [ogfCere] ACL [scl] .
ExampleFscBasic sc 5C Urits: Core [ExampleFscBasiciscCors] VPN T
ExampleFscNatBreakout sc 7 Canfiguration Units: Core [ExampleFscNat BreakoutfscCare]...
ExampleFscWifiClo TEdge sc 7 Configuration Units: Core [ExamplsFscWiiClo TEdgefscCor.
Example FscWinanLXC sc 7 Canfiguration Units: Core [ExampleFecWwanLXCFscCore] ..
Connected to 10.17.78.176 (v 9.0.0-311) SSL Secured (TLS_AES_256_GCM_SH/  Certificate: <NOT LOADED> CC Time: 11:01 (Etc/UTC) Q

These two new instances now are also displayed in the configuration tree.
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The strongly bound instance is displayed as a node that can not be expanded because all
subordinated configuration nodes are fully managed by the underlying configuration template
framework. Direct changes of the configuration parameters by the user are not possible. This is the
safest way of managing large amounts of managed devices in the Control Center.

In contrast, the weakly bound instance is displayed as an ordinary node and enables classical manual
configuration in the configuration tree without Configuration Template Manager. However, the price
for this option is a potential for configuration conflicts between the automated and the manual
configuration.

How to Inspect the Configuration Details for a Configuration-Templates-managed
Box in the Configuration Tree

As you can see in the image above, firewall instances are displayed in two ways in the configuration
tree:

e Strongly bound instances - The node is associated with an icon that is smaller than that of
an ordinary, manually managed box and that shows a tiny blue pen. This indicates that the
configuration can not be modified manually. Therefore, there is no leading '+' sign to expand
the node. Double-clicking the node will immediately open the window for Configuration
Templates.

e Weakly bound instances - The node shows a small '+' character left to the node's text
description indicating that you can expand the configuration just as for ordinary, manually
configured boxes. Also, there is an icon that is smaller than that of an ordinary, manually
managed box that shows a tiny yellow pen. This indicates that the configuration may be
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manually modified although it has been created with Configuration Templates. Double-clicking
the node will immediately expand the configuration in the configuration tree.

In some situations, however, it can be necessary to inspect the node's configuration in the
configuration tree. You can expand the node of a strongly bound instance if you perform the following

steps:

1. Right-click the node of a strongly bound instance.

2. Go to CONFIGURATION > Configuration Tree > Multi-Range > your range > your

cluster > Boxes > your strongly bound instance.
3. In the list window click Show Full Box Configuration.

E-fg Multi-Range
 Global Settings
=iy 1 (Range1)
O3 Range Properties
1[5 Range Settings
Configuration Templates
2B Clustert [9.0]
..... EZ Cluster Properties
..... 8 Configuration Templates
# Cluster Settings

=l Boxes
B f INSTANICE Tort £k INCTAMCE Toch 4500
= Collapse All
[ 8
1 SP [ Show Full Box Configuration
= De

Push Configuration to Zero Touch Deployment

Remember Position

Clear Remember Position

Connected to 10.17.78.176 (v 9.0.0-511) S5 Secured (TLS_AES_256_GCM_SH/ | Certificate: <NOT LOADED >

CC Time: 12:00 (Etc/UTC) | O

After the box configuration node is expanded, you will see the sub-nodes of the instance with a

leading 'key' icon indicating that the configuration is locked.

Note that you can not unlock this type of locked node with the standard menu item command

'Unlock'.
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EI& 1 (Range1)
...[i§ Range Properties
EI ..... # Range Settings
H Configuration Templates

E Cluster Properties
@ Configuration Templates
-0 # Cluster Settings
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If you want to have such a node displayed without its subordinated nodes, you must reconnect with a
new session to the configuration tree.
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