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In order to prevent the impersonation of our trusted brand and avoid any confusion and risk for our
customers, Barracuda Networks is taking steps to harden our email-sending domains to enforce
DMARC policy. This important measure will prevent the potential threat of an adversary looking to
impersonate Barracuda Networks to cause any harm to our customers.

As we implement this control, we advise all of our customers to change their notification email
address(s) and the SMTP server setting on their Barracuda Networks appliance(s) to use their
domain/email address instead of 'Barracuda'. Please do so to ensure your email provider accepts your
notification emails from your Barracuda Networks appliance.

Here are instructions to assist with the change for Barracuda CloudGen Firewall:

Configure Notification Settings for Events

Configure event notifications carried out by your Barracuda CloudGen Firewall.

1. Go to article How to Configure Basic, Severity, and Notification Settings for Events.

2. Under "Step 2. Configure Event Notification Settings", for settings in the Server Action tab,
make sure email addresses for notifications do not use barracuda.com, but rather one of your
organization's domains.

Server Action  Client Action Threshalds

Mai

Type: ] Execute Program

' (1 SNMP

] Apple Push Notfication Service
[] Slack Natification

From: my_firewall @example .com

Ta: documentation @example com

Mail Server: my_mailserver mydomain.com

Configure System Email Notifications

1. Go to article How to Configure System Email Notifications.
2. For settings in the System Email Notifications section, make sure email addresses
do not use barracuda.com, but rather one of your organization's domains.
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System Email Notification

Sender Address |5'Durfirewall@yourdnmain_com | E-

Motfication Address |nu:d'rficatinn@yourdomain.com | E-

Configure mailctl

Configure the internal mail client to send emails from the CLI.

1. Go to article mailclt.
2. When configuring -f <sender address> and -r <recipient address>, make sure these
addresses do not use barracuda.com, but rather one of your organization's domains.

[root@bart:/]1# /opt/phion/bin/mailclt -f sender@domain.com -r
recipient@domain.com -s "Mail Subject" -m 10.0.8.112 "This is the email
content" -a /home/username/image.gif -t /home/username/file.txt

Configure ATP in the Firewall

Configure your Barracuda CloudGen Firewall to send ATP threat notifications.

1. Go to article How to Configure ATP in the Firewall.
2. In the ATP Threats section, when using explicit addresses, make sure email addresses do not
use barracuda.com, but rather one of your organization's domains.

ATP Threats

Block Threats High and Medium v [E-
Display Email Information No w [E-
Send Motification Emails |T|:| Explicit Address v | E-
Explicit From Email Address |yourfirewall@yourdomain.cnm | EB
Explicit To Email Address |nc|ti‘fication@yourdnmain.com | EB

Zero Touch Deployment Service Web Interface

Configure your Barracuda CloudGen Firewall to send notifications from the ZTD interface. Notifications
are sent via email to a system admin address.

How to Update Your Notification Email Addresses 2/4



http://campus.barracuda.com/doc/98210701/
http://campus.barracuda.com/doc/98210316/
https://campus.barracuda.com/doc/99614856/

Barracuda CloudGen Firewall l(Barracud&

Your journey, secured.

1. Go to article Zero Touch Deployment Service Web Interface.
2. In the Notifications tab, make sure email addresses for recipients do not use barracuda.com,
but rather one of your organization's domains.

You can add one or more email addresses to the administrator list of recipients for this
notification. The emails are sent from the Barracuda Cloud service (noreply@barracuda.com).

Barracuda Zero Touch Deployment @ demoguesi@banacuda.com ~

O, .2 B B LS

NOTIFICATIONS

Q Notifications

= ADDFILTER m * DOWNLOAD CSV

Stat Name Events Administrators

MyNotification Appliance Completed  Appliance Registered

How to Update Your Notification Email Addresses 3/4



http://campus.barracuda.com/doc/98210435/
https://campus.barracuda.com/doc/99614856/

Barracuda CloudGen Firewall lIBarracud&

Your journey, secured.

Figures
1. server_action_checkbox_mail.png
2. email_notifications.png
3. atp_notification.png
4. ztd_notifications_tab.png

© Barracuda Networks Inc., 2024 The information contained within this document is confidential and proprietary to Barracuda Networks Inc. No
portion of this document may be copied, distributed, publicized or used for other than internal documentary purposes without the written consent of
an official representative of Barracuda Networks Inc. All specifications are subject to change without notice. Barracuda Networks Inc. assumes no
responsibility for any inaccuracies in this document. Barracuda Networks Inc. reserves the right to change, modify, transfer, or otherwise revise this
publication without notice.

How to Update Your Notification Email Addresses 4/4



https://campus.barracuda.com/doc/99614856/

